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 The tools and media may change, but the 
law remains the same
 Defamation

 Privacy

 Copyright & Trademark

 Deceptive Advertising 

 Federal regulations (FDA, FTC, SEC)

 You (and/or your client) remain responsible 
for statements/publications made in the 
promotion of a product or service
 Under CDA & DMCA, some extra protection for 

you as an ISP if you host forum/discussions

http://www.readwriteweb.com/archives/fda_asserted_authority_not_only_over_social_media.php


 No longer a clear division between personal life 
and professional life, so presume all is public

 No anonymous comments, always ID who you are

 Anything can be traced back to you or your 
organization

 Transparency & professionalism are key

 Should organization allow employees to use? 

 Policy should be defensive:  protect against 
worst-case scenarios

 Crisis situations, rogue tweets, private uses, security 
breaches, 24-hour monitoring

 Follow state / local policy or other relevant 
policies (ex:  CDC)

http://www.records.ncdcr.gov/guides/best_practices_socialmedia_usage_20091217.pdf
http://www.cdc.gov/SocialMedia/Tools/guidelines/index.html


 Federal Trade Commission issues guidelines
for advertisers for product testimonials in 
blogs & social media

 Copyright, copyright, copyright – “so I found 
this photo on Flickr…”
 Just because it’s on the Web doesn’t mean it’s 

public domain

 Consider Creative Commons for free images

 You haven’t made it big until there’s a fake 
Twitter account about you
 “e-personation” law considered in California

 Fake @AustinPD and @BPGlobalPR accounts

http://ftc.gov/os/2009/10/091005revisedendorsementguides.pdf
http://www.businessweek.com/technology/content/sep2010/tc2010093_672645.htm
http://twitter.com/austinPD
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